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MELTDOWN



What is meltdown? D/

Meltdown is a hardware exploit that “

allows unprivileged user to access

system memory. SPECTRE

Meltdown takes advantage of “speculative execution”, in
particular its ability to “meltdown” security barrier between user
and system memory spaces on Intel processors.



Why should | care?

| can read your saved password on Firefox or Chrome!

£94b76e0:
£94b7610:
£94b7700:
£94b7710:
£94b7720:
£94b7730:
£94b7740:
£94b7750:
£94b7760:
£94b7770:
£94b7780:
£94b7790:
£94b77a0:
£94b77b0:
£94b77c0:
£94b77d40:
£94b77e0:
£94b77£0:
£94b7800:
£94b7810:
£94b7820:
£94b7830:
£94b7840:
£94b7850:
£94b7860:

XX
12
38
70
XX
XX
XX
XX
61
70
XX
XX
XX
XX
65
30
XX
XX
eb
68
64
73
69
2d
3d

XX
XX
eb
52
XX
XX
XX
XX
5f
52
XX
XX
XX
XX
74
b4
XX
XX
eb
74
Ge
65
63
36
31

XX
el
eb
b8
XX
XX
XX
XX
30
18
XX
XX
XX
XX
70
18
XX
XX
eb
74
2e
72
61
34
34

)4
81
eb
6b
XX
XX
X
XX
32
7d
XX
XX
X
XX
77
7d
XX
XX
eb
70
6d
2d
6e
2e
35

XX
19
eb
96
XX
4a
XX
XX
30
28
XX
54
XX
XX
64
28
XX
XX
eb
73
6f
6d
73
70
32

XX
XX
eb
Tf
XX
XX
XX
XX
33
Tf
XX
XX
XX
XX
30
Tf
XX
XX
eb
3a
Ta
65
2f
ce
32

X
el
eb
X
X
X
ixX
X
eb
X
X
X
ixX
X
eb
X
ixX
X
eb
2f
69
64
33
67
34

XX
81
eb
XX
XX
XX
XX
XX
eb
XX
XX
XX
XX
XX
eb
XX
XX
XX
eb
2f
6c
69
35
3f
34

XX
44
eb
XX
XX
XX
XX
XX
eb
XX
XX
XX
XX
XX
eb
XX
XX
XX
eb
61
6c
61
34
6d
38

XX
6f
eb
XX
XX
XX
XX
XX
eb
XX
XX
XX
XX
XX
eb
XX
XX
XX
eb
64
61
2f
2f
6f
31

)94
6c
eb
) 84
)8 4
)84
)84
el
eb
) 84
)8 4
)84
)84
XX
eb
) 84
XX
)84
eb
64
2e
61
33
64
35

XX
70
eb
XX
XX
XX
) 8.4
81
eb
XX
XX
XX
) 8.4
XX
eb
XX
XX
XX
eb
6f
Ge
64
35
69
XX

XX
68
eb
XX
XX
XX
XX
69
eb
XX
XX
XX
XX
T3
eb
XX
XX
XX
eb
Ee
65
64
34
66
XX

X
69
eb
X
X
X
X
Ge
eb
X
X
X
X
65
eb
X
XX
X
eb
73
T4
6f
33
69
KX

XX
6e
eb
XX
XX
XX
XX
73
eb
XX
XX
XX
XX
63
eb
XX
XX
XX
eb
2e
2f
6e
39
65
XX

81
31
eb
XX
XX
XX
X
74
eb
XX
XX
XX

arXiv:1801.01207

loooeont. Dolphini |
8. i |
IPR.K...oovin |
[ |
e |
[ |
[ inst]|
la_0203..........
5] 30 G |
[ |
R |

Ihttps://addons.c/
|dn.mozilla.net/ul
|ser-media/addon_|
|icons/354/354399 |
|-64.png?modified]|
|=1452244815. . ... |

Listing 4: Memory dump of Firefox 56 on Ubuntu 16.10
on a Intel Core 17-6700K disclosing saved passwords (cf.



How does meltdown work?

Step 1: setup “covert channel” to monitor a “probe array”.
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Step 2: access system memory, raising a segmentation fault.
segmentation fault

vzx_(%[ERIIN]) . %%e

%%rax\n\t )
n speculative

1Z ._ .'{;l\'at
movzx (%[target], %%rax, , %%rbx\ execution

Step 3: use speculative execution to cache memory value.

Step 4: use covert channel to read cached value.
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What to do?

1. Update your browsers! (e.g. Chrome, Firefox)

2. Update operating system — yes, that means Windows
updates too

3. Wait for Intel’s microcode/firmware update
- Intel’'s current patch is buggy



Performance Hit arXiv:1801.04329

TABLE 1
CHANGE IN WALLTIME UPON PATCH APPLICATION.

. Number Difference Arc the Before Patch Application After Patch Application
Application of % eans
Nodes different?? Mecan, | Standard Number Mecan, | Standard | Number
Seconds Devi- of Runs Seconds Devi- | of Runs

ation, ation,

Seconds Seconds
NAMD 1 3.3 Y 306.6 1.44 24 316.9 3.05 56
NAMD A 6.9 Y 175.4 2.78 22 188.1 3.49 56
NWChem 1 26 Y 77.8 1.91 23 799 1.11 59
NWChem 2 10.7 Y 58.4 1.05 21 65.0 4.16 56
HPCC s 22 Y 304.1 6.39 23 3109 4 8% 56
HPCC 2 53 Y 345.1 541 22 364.0 5.44 56
IMB 2 4 Y 14.8 0.54 21 154 1.39 56
IOR 1 39 Y 188.5 941 21 195.9 11.69 55
IOR 2 1.5 N 371.1 12.23 22 376.7 19.50 56
IOR. local 1 2.1 N 462.8 16.37 12 472 8 19.03 56
MDTest 1 21.5 Y 30.5 3.17 21 378 4.10 56
MDTest 2 Y 166.7 3.60 23 182.8 5.30 55
MDTest.local 1 56.4 Y 3.8 0.62 12 6.7 2.61 56

| Differences are calculated as the néw mean value minus the old mean value divided by the average of the two means. A larger
difference indicates poorer performance after the patch.

2 The Welch two sample, two sided, t-test with a = (.5 was used to determine if the before and after test results were drawn from
distributions with statistically significantly different means.
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