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What is meltdown?

Meltdown is a hardware exploit that

allows unprivileged user to access 

system memory.

Meltdown takes advantage of “speculative execution”, in 

particular its ability to “meltdown” security barrier between user 

and system memory spaces on Intel processors.



Why should I care?

I can read your saved password on Firefox or Chrome!
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How does meltdown work?

Step 1: setup “covert channel” to monitor a “probe array”.

Step 2: access system memory, raising a segmentation fault.

Step 3: use speculative execution to cache memory value.

Step 4: use covert channel to read cached value.
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What to do?

1. Update your browsers! (e.g. Chrome, Firefox)

2. Update operating system – yes, that means Windows 

updates too

3. Wait for Intel’s microcode/firmware update

- Intel’s current patch is buggy
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